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There are multiple methods to connect to the Check Point VPN service to gain access to County of Ventura
resources. Depending on your connection method and the process will be unique. Please see the following
sections for your connection type:

Quick Links
l. Windows Directions
1. Mac Directions

Il Android Directions

\A iOS Directions

V. Finding your IP Address
VI.  Troubleshooting
VII. Contact Support

I.  Windows Directions

1. Obtain the CP_EPS_E80.60 RAC_Windows.msi VPN client from the IT ServiceDesk and copy to your
local PC.

o

o
v
CP_EPS_ES0...

2. Double click on the file to start the installation and click next.
ﬁ Check Point VPN Installation Wizard — X

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPN on your
computer. To continue, click Next.

E Check Point’

SOFTWARE TECHNOLOGIES LTD.

3. Select the Checkpoint Mobile option and click next.
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%) Check Point VPN Installation Wizard - X
Client Products N -
Choose a product to install E 9!329‘552!93

O Endpoint Security VPN

Enterprise Grade Remote Access Client, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

® Check Point Mobile
Enterprise Grade Remote Access Client.

(O secuRemote
Basic Remote Access Client.

4. Accept the license agreement and click next.
y Check Point VPN Installation Wizard — X

License Agreement
Please read the following license agreement carefully.

= Check Point’

SOFTWARE TECHNCLOGIES LTD.

Software License Agreement & Limited Hardware Warranty A
Check Point Software Technologies Ltd.

PART | - SOFTWARE LICENSE AGREEMENT

This License Agreement (the "Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your’) and Check Point Software
Technologies Ltd. (hereinafter “Check Point”).

@ | accept the terms in the license agreementl
O | do not accept the terms in the license agreement

Back I Next Il Cancel

5. Click install.
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y Check Point VPN Installation Wizard

Destination Folder
Click Next to install, or click Change to install to a different folder.

E Check Point’

SOFTWARE TECHNCLOGIES LTD.

Install Check Point VPN to:
C:\Program Files (x86)\CheckPoinf\Endpoint Connect\ Change...

" Bak || @mstar ||| cancel

6. Click yes on the User Account Control prompt.

& User Account Control X

D) Do you want to allow this app to install software on
*  your PC?

Program name:  Check Point Endpoint Security
Verified publisher: Check Point Software Technologies Ltd.
File origin: Hard drive on this computer

‘\:/' Show details [ Yes | No I

Change when these notifications appear

7. Click Finish
y Check Point VPN Installation Wizard - X
Installation Wizard Completed
Check Point VPN is fully i on your
Click Finish to exit the wizard.

E! Check Point

SOFTWARE TECHNOLOGIES LTD

Back Cancel
8. Click the small arrow pointing up near your clock on the right bottom corner of your desktop.

9. Right click on the lock icon, and click connect on the menu to launch the Checkpoint Client.
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Connect to...
VPN Options

Help

Show Client
Shutdown Client

ENG 940 AM
us  11/18/15

A~ ) B

10. Click yes to setup a new site.

e No site is configured. Would you like to configure a new site?

Yes No
11. Click next.
{3 Site Wizard X
Welcome to the Site Wizard
The wizard will guide you through the configuration of
anew site for the VPN dient.
JE]

1

I
Lot

Cancel Help

12. Enter cp.ventura.org for the server name and click next.
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2 Site Wizard
‘Welcome to the Site Wizard
A site is your gateway to network resources.

To continue, fill in the required information and dlick next.

&b,

Server address or Name: Ilcp.venturaugl

[ pisplay name: cp.ventura.org

Back Concel

13. Select the radio button on the Username and Password option and click next.

2 Site Wizard
Authentication Method
Select the authentication method to be used.

(® Username and Password

Click if you use an account name and password.

O Certificate

Click if you use Hardware tokens or any other certificate type.

O SecurID
Click if you use RSA SecurID.

(O Challenge Response

Click if you are required to provide different responses to a challenge.

(O Secure Authentication API (SAA)
Click if you use third party authentication.

= =

14. Click Finish.

2 Site Wizard

Site created successfully

X

2
)
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15. Click yes to test the VPN connection.
{2 Check Point Mobile X

@ Would you like to connect?
el w |

16. Enter your username and password. If you are a County Employee, enter your AD credentials. If

you’re a vendor or a contractor, you will be given your credentials in a secure email.
@& TGl - X

Site: [cp.vmtu'a.org v J
Authentication

Please enter your credentials:

Username: |usemame |
Password: Iooo...ou |

Gt [ o |

{2 Connected to cp.ventura.org X

Check Point Mobile* = Qf:gck fgjnt

I (100%

E-E Connection succeeded

|nsoomectH Close Details >>
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How to turn off the always connect feature

17. Right Click Check Point Task Tray icon -> Choose VPN Options. Note: (Setup needs to be performed
the first time only). Once the configuration is saved you only need to Connect.

Disconnect

Check Point Mobile

Connected to cp.ventura.org Help
Client is compliant
Show Client

Shutdown Client

10:32 AM
A g T I:]")) E ENG 11/10/15 A~ T ) B ENG

10:32 AM
11/10/15

18. Highlight cp.ventura.org and click on Properties.

2 Check Point Mobile - Options X

Sitess  Advanced

E A site represents the organization you want to connect to.

Delete

Close Help

19. Click on Settings Tab and uncheck Enable Always-Connect.
20. Click on 0.K to save the configuration.

{31 Properties of cp.ventura.org X

Details Settings Authentication

Enable Always-Connect to allow the dient to connect
automatically to your active site when possible.

[] Enable Always-Connect

When connected, all outbound traffic is encrypted and
sent to the gateway but only traffic directed at site
resources is passed.
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How to use RDP to connect to your Workstation

21. Click the Start Button on the lower left corner of your desktop.
22. Type Remote Desktop Connection into the Search Programs and Files bar and hit enter.

Best match

Remote Desktop Connection
Y Desktop app

Settings

™5 RemoteApp and Desktop Connections
Web

remote desktop connection

remote desktop connection manager
remote desktop connection windows 10
remote desktop connection port
remote desktop connection set up
remote desktop connection client

remote desktop connection not working

v © o o o v DO

remote desktop connection has stopped
working

58 My stuff 2 Web

Remote Desktop connection| |

23. Enter your work PC’s IP address in the box provided and press Connect.
(Instructions for IP Address in Section V)
%% Remote Desktop Connection - X

| Remote Desktop
“>¢) Connection

Computer: | (AT v

Username: None specified

You will be asked for credentials when you connect.

v | Show Options Help

24. Place the domain and a backslash before the username. The example below is Domain ent\
25. Enter Username - Either your 6 Digit Employee ID or the password that was sent to you.
26. Enter Password - Windows Password or the password that was sent to you.
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Windows Security X

Enter your credentials
These credentials will be used to connect to 157.145.13.30.

[ eeceeeed ]|

Domain: ent

[JRemember my credentials

Cancel

27. Click Yes on the pop up that says the identity of the remote computer cannot be verified.
&5 Remote Desktop Connection X

/a\ The identity of the remote computer cannot be verified. Do
/ you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

5] Name in the certificate from the remote computer:
ISD-M57162 ent.co.ventura.ca.us

Certificate emors

The following emors were encountered while validating the remote
computer’s cerificate:

/4, The cetificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[C] Dont ask me again for connections to this computer

View cerdtfficate...

28. Now you will be taken to your RDP session and be able to log in to your workstation.

-

% Windows 7 proy
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Disconnecting from the VPN Client

INFORMATION

.ﬁ SERVICES

29. When you are ready to disconnect your VPN session right click on ‘lock icon” and select Disconnect.

Disconnect

VPN Options

Help

Show Client
Shutdown Client

~ w0 71 ) B ENG

Back to top

10:32 AM
11/10/15

1. Obtain the Endpoint_Security VPN_E80 60.pkg VPN client from the IT ServiceDesk and download it to

your Mac.

Double click on application to start the installation.

Click continue to allow the application to install.

Check Po —

Endpoint o

Introducti b

4. Click continue.

This package will run a program to
determine if the software can be installed.

To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software’s source, click
Cancel to stop the program and the installation.

Cancel

stall this

10
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‘e Install Endpoint Security VPN

Check Point* 5 s
‘ Q Endpoint Security Welcome to the Endpoint Security VPN Installer

© Introduction
License
Destination Select
Installation Type
Installation

Summary

You will be guided through the steps necessary to install this

software.

5. Click continue and accept the license agreement.

‘& Install Endpoint Security VPN

Check Point* g
\ Q Endpoint Security Software License Agreement

© Introduction
© License

Destination Select

En

glish

Corporate License Agreement
Check Point Software Technologies, Inc.

a

Check Point Endpoint Security
Installation Type
Installati This Corporate License A A ") is an between you (both
e on the individual downloading or installing the Product and any legal entity on whose
GumosE behalf such individual is acting) (hercinafter, “You” or “Your”) and Check Point
Y Software Technologies, Inc. (hereinafter, “Check Point”). PLEASE READ THIS
AGREEMENT CAREFULLY BEFORE DOWNLOADING OR INSTALLING OR
USING THE PRODUCT.
BY DOWNLOADING OR INSTALLING AND/OR USING ANY PART OF THE
PRODUCT, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. THIS AGREEMENT SUPERSEDES ANY PREVIOUS VERSIONS.
IF YOU ARE DOWNLOADING A SILENT CLIENT FOR DISTRIBUTION TO
AUTHORIZED RECIPIENTS, THEN YOU ARE ACCEPTING THESE LICENSE
TERMS ON BEHALF OF SUCH RECIPIENTS. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, YOU ARE NOT AUTHORIZED TO DOWNLOAD
OR INSTALL THE PRODUCT.
1. Definitions:
Print... Save... Go Back Continue
‘e Install Endpoint Security VPN
2 —
I En To continue installing the software you must agree to the terms of
the software license agreement.
e It Click Agree to continue or click Disagree to cancel the installation and
o Lic quit the Installer.
De|
Ins : ©
Read License Disagree Footn
Ing /hose
Summary behalf such individual is acting) (hereinafter, “You” or “Your”) and Check Point

6. Click install.

Software Technologies, Inc. (hereinafter, “Check Point”). PLEASE READ THIS
AGREEMENT CAREFULLY BEFORE DOWNLOADING OR INSTALLING OR

'USING THE PRODUCT.

BY DOWNLOADING OR INSTALLING AND/OR USING ANY PART OF THE
PRODUCT, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. THIS AGREEMENT SUPERSEDES ANY PREVIOUS VERSIONS.
IF YOU ARE DOWNLOADING A SILENT CLIENT FOR DISTRIBUTION TO
AUTHORIZED RECIPIENTS, THEN YOU ARE ACCEPTING THESE LICENSE
TERMS ON BEHALF OF SUCH RECIPIENTS. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, YOU ARE NOT AUTHORIZED TO DOWNLOAD
OR INSTALL THE PRODUCT.

1. Definitions:

Print...

Save...

Go Back

Continue

11
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@ & Install Endpoint Security VPN [*)

Check Point* “Maci "
g Endpoint Security Standard Install on “Macintosh HD

» Introduction This will take 51.2 MB of space on your computer.

License Click Install to perform a standard installation of this software
e on the disk “Macintosh HD".
» Destination Select
@ Installation Type
Installation

Summary

Change Install Location...

7. Enter the username and password you used to unlock your Mac computer if prompted when installing

the software. Then click the install software button.

~ Installer is trying to install new software. Type
your password to allow this.

Username: User Name

Password:  eeecccces)

Cancel | Install Software |

8. Click close.

o ‘& Install Endpoint Security VPN a
Check Point* q :
g Endpoint Security The installation was completed successfully.
Introduction

» License

Destination Select

Installation Type

Installation The installation was successful.

© Summary The software was installed.

Close

9. Click the Checkpoint lock icon in the bar at the top of your screen. Then click Connect.

12
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Connect

Connect to...
VPN Options

Help

Show Client
Shutdown Client

10. Click on Sites -> New.

ﬂ Endpoint Security*

Options

Check Point”

BOFTWARE TECHNOLOGES LTD.

- Advanced

g A site represents the organization you want to connect to.

New
Properties

Delete

Close

Help

11. Click next to begin the Site Wizard.

Site Wizard

Welcome to the Site Wizard

The wizard will guide you through the
configuration of a new site for the VPN client.

Back

12. Enter cp.ventura.org for the Server Address then click next.

Next

Cancel Help

13
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[ NON ) Site Wizard

Welcome to the Site Wizard A
. Asite is your gateway to network resources. ? ’

To continue, fill in the required information and click next.

Server address or Name: cp.ventura.org|
Display name: cp.ventura.org
Back Next Cancel Help

13. Select the radio button on the Username and Password option.

| NON ) Site Wizard
Authentication Method 4 _\‘.
. Select the authentication method to be used. ? ’

Username and Password

Click if your system administrator provided you with account name and a
password.

Certificate
If you are using Hardware tokens or any other certificate type.

SecurlD
Click if you are using RSA SecurID.

Challenge Response

Click if you are required to provide different responses to a challenge

Back Next Cancel Help

14. Click Finish

14
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| NON | Site Wizard

Site created successfully

Back Cancel Help

15. Click yes to test the VPN connection.
®

m Would you like to connect?

4
o

- =

16. Enter your username and password. If you are a County Employee, enter your AD credentials. If you're
a vendor or a contractor, you will be given your credentials in a secure email.

17. Click connect.
| NON J Check Point Endpoint Security

@ Endpoint Security: Check Point’

Site: cp.ventura.org <

Authentication

Username: 123456

Password:

| Connect | Cancel Help

15
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[ JOX ) Connected to cp.ventura.org

ﬁ Endpoint Security* E CheckPoint’

I_III
Hj Connection succeeded

Disconnect Close Details >>

How to turn off the always connect feature

18. Once successfully logged in, click on the small lock icon on the top of your screen.

BlABOBD =«

i Check Point Endpoint Security

Connection succeeded

19. Click VPN Options on the drop down menu (Setup needs to be performed the first time only). Once
the configuration is saved you only need to Connect.

Blr% 080

Connect
Connect to...

VPN Options

Help >

Show Client
Shutdown Client

20. Highlight cp.ventura.org and then click Properties.

16
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[ NON ) Options

ﬂ Endpoint Security* Qﬂ.?‘i"f&“l
- Advanced

% A site represents the organization you want to connect to.

cp.ventura.org New
Delete
Close Help

21. Click the settings tab on the properties window and uncheck the Enable Always-Connect box. Then

click ok.

O [ ] Properties of cp.ventura.org

Details -

Always-Connect

Enable Always-Connect to allow the client to connect
automatically to your active site when possible.

Enable Always-Connect

VPN tunneling

When connected, all outbound traffic is encrypted and sent
to the gateway but only traffic directed at site resources is
passed.

Encrypt all traffic and route to gateway
Authentication

Method: Username and Password

Cancel Help

How to use RDP to connect to your Workstation

22. Open the Apple Store and download the Microsoft Remote Desktop application.

17
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Search Results for “Microsoft RDP”

Microsoft Remote Des...

Business
W XX WX 39 Ratings

23. Open the application and click New.

24.
25.

26.

27.

Microsoft Remote Desktop

e/n ® =

Start  Edit : Preferences : Remote Resources  Azure RemoteApp

@ )

Name the connection. Work PC has been used in the example below.
Enter your workstation’s IP address. (Instructions for finding your workstation’s IP address are

available in Section V)
Enter username and password again with the domain and a backslash before the username. Examples

ent\ ; vcso\ ; etc.
All other options can be left as the defaults. Click the red dot at the top of the window to close it.

18
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® Edit Remote Desktops -

L =

General | Session  Redirection

|Connection name Work Computer |

|PC name 123.123.123.123 |

Gateway = No gateway configured

<>

Credentials

|User name ent\123456

Password  esescccceee

Resolution = Native

Colors  True Color (24 bit)

oo o]

Full screen mode = OS X native

Start session in full screen
Scale content
Use all monitors

28. Highlight your connection and click the start button.

[ NON ] Microsoft Remote Desktop
> H
Qo7 & i)
New Start Edit Preferences Remote Resources  Azure RemoteApp
@ )

v My Desktops

Work Computer
User name: ent\123456

29. Click continue on the verify certificate pop up.

@ Verify Certificate

~ You are connecting to RDP host "157.145.13.30"! The certificate
could not be verified back to a root certificate. Your connection

might not be secure, do you want to continue?

Show Certificate Cancel

30. Next you’ll be taken to your workstation and will be able to login.

19
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ning Banner

n is auth
explicit rights to pr

Disconnecting from the VPN Client

31. When you're ready to disconnect from the VPN, right click the small lock on the status bar at the top
of the screen. Then click disconnect on the drop down menu.

B 0 3 =
VPN Options

Help >

Show Client
Shutdown Client

Back to top

[Il.  Android Directions

1. Download the Check Point Capsule VPN client from Google Play Store. You will need to have a Google
account and password setup to access the Play Store.

W

check paint capsule*
VPN

Capsule VPN
Check Point Software Technologies, L..

BN € Everyone
INSTALL

20
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2. Accept the security permissions.

G Capsule VPN

needs access to
| v

O Device & app history v
B8  Photos/Media/Files v
Q‘,’,‘v Camera v

¥ WiFi connection
information

E Device ID & call
information

3. Open the Checkpoint Capsule VPN application.
4. If you’re not taken directly to the next screen, click the “Create new site” button to add a VPN

v

connection.
a

No sites defined. Please create a site.

5. Enter “COV” in the Name field and “cp.ventura.org” in the Site field. Click create when done.

@

Name: COV

Server: cp.ventura.org

.

21
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6. Click ok to verify the server certificate.
(o}
Do you trust this server?

Trust this server only if you can verify the
following details with your IT helpdesk:

Server certificate common name:
cp.ventura.org
Server certificate fingerprint:
ARGO WAY SOME BUB GORY HERD JAR VAN
LARK BILK HUED APT

Details

Cancel Trust

7. Select username and password for the Authentication Method.

@

Select the authentication method to be
used

IUsername and Passwordl

Certificate

RSA SecurlD

Challenge Response

22
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8. Enter your username and password. If you are a County Employee, enter your AD credentials. If
you’re a vendor or a contractor, you will be given your credentials in a secure email.

o '

Connecting to:

cov

9. Click okay to allow the connection.

Allow connection

Capsule is requesting permission
to set up a VPN connection that
will allow it to monitor network
traffic. Only allow this if you trust
the scurce.

An icon will be shown at the top

of your screen while the VPN is in
use. Allow?

CANCEL

10. Next you should see the screen showing that you’re connected to the VPN. Also a small key icon
should appear in your notification bar at the top of your screen.

23
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o

STATUS DETAILS

CbNNECTED
0:00:05
Time left: 3:59:54

User:
124531

Server:
cov

How to use RDP to connect to your Workstation

11. Download the Microsoft Remote Desktop app from the Google play store.

Microsoft Remote Desktop

Microsoft Remote Desktop
;l@ Microsoft Corporation ¥

€ Everyone

INSTALL

12. Accept the security permissions.

|;| Microsoft Remote
Desktop

needs access to

BN Photos/Media/Files v
¥ Wi-Fi connection o
information

Google Play

24
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13. Click the accept button to begin.

L& Remote Desktop

oL

Use of this app requires acceptance

of the following agreements.

License terms

Privacy statement

| have read and agree to be bound by
the terms of these agreements.

14. Click the + icon and then select desktop to add your workstation.

— Remote Desktop

Desktop

It's lonely h

To get started, a
you want to conn
canalso addrem  Azure RemoteApp
apps and deskto
up for you.

Remote Resource Feed

15. Enter your workstation’s IP address and press save.

25
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Add desktop

PC name

. 157.145 XXX XXX X

User name

Enter every time

How do | set up a PC?
|| Show additional options

Cancel Save

16. Click the desktop you just setup.

= Remote Desktop -+

L&

157.145. . :

17. Next you’ll get this pop up saying that the certificate can’t be verified. Click continue to connect
anyway.

Certificate can't be verified

You are connecting to:
157.145.13.30

Name in certificate from the remote PC:
ISD-M57162.ent.co.ventura.ca.us

It may not be safe to connect to this PC because of the
following reasons:

m Not from a trusted certifying authority

Do you want to connect anyway?

[] Don't ask me again for connections to this computer

18. Enter the domain with a backslash before the username. Examples: ent\ vcso\ hca\ etc.

26
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19. Enter your password and click connect.

Logon

Connecting to

157.145.
User name

ent\123456 X
Password

Cancel Connect

157.145.13.30

Connecting to
157.145.

C

Initiating remote connection Cancel

20. Next you will see your work PC on your Android device. You can log off of your workstation when

you’re ready to disconnect the session.

157.145. .

#. Windows

27
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Disconnecting from the VPN Client

21. When you’re ready to disconnect, open up Capsule from the notification bar and click disconnect.

10:47 am Tue, November 17 ’ ‘ﬁ'

Wi-Fi Location Mute Screen Bluetooth
rotation

02 : O

% VPN is activated by Capsule 10:41 am Capsule

Connected to COV. Tap to manage the net..

Session: COV
Screenshot captured 10:40 AM Duration: 00:00:16
Tap to view screenshot. Sent: 0.00 MB

Received: 0.00 MB

Connected to "NCWiFi" (secure)

Tap to configure Wi-Fl DISCONNECT| ~ CANCEL

Verizon Wireless

Back to top

V. 10S Directions

1. Navigate to the Apple App Store. You will need to have an Apple ID and password to access the
Apple App store.

2. Install the Check Point Capsule Connect Client and launch the application.

- ‘.‘\

‘. ‘ Capsule Connect Cl}

Check Point Software Tec...

3. Click the Manual Connection option.

28
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New Connection

Scan QR Code

or

Manual Connection

4. Enter cp.ventura.org for the server name and click create.

Manual Connection

cp.ventura.org

If this information is not available to you please
contact your system administrator

29
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5. Accept Certificate and Trust Server:

Do you trust this server?

Trust this server only if vou can verify the following details with vour IT helpdesk:

Server certificate commen name:

cp.ventura.org

Server certificate fingerprint:

ARGO WAY SOME BUB GORY HERD JAR VAN LARK BILK HUED APT

Details

6. Select Username and Password as the authentication method.

CHOOSE AUTHENTICATION METHOD

Username and Password

Certfficate
RSA SecurlD

Challenge Response

7. Click Yes to Enable VPN

Enable VPN
Check Point Capsule Connect enables
VPN functionality in your device. Would
you like to allow this application to
enable it?

Don't allow

30
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INFORMATION

8. Your username is your 6 digit employee ID and your network password OR use the provided
Username and Password if you do not have an employee ID. Enter your credentials, and click

Connect.

Connect to:

cp.ventura.org

o |

9. Next you should this screen after connecting to the VPN.

CONNECTED

00:00:12

How to use RDP to connect to your Workstation

10. Download the Microsoft Remote Desktop application.

Microsoft Remote

Desktop f }
@ Microsoft Corporation J/

¥k % % i (252)

11. Launch the application to setup your RDP session.

12. Click the “+” in the top right corner to add a new connection.
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eeco0 ATET LTE (W 9:31 AM

N G) Microsoft Remote Desktop

It's lonely here.

To get started, add the remote desktop that you want to connect

to using this device. You can also add remote resources to work

with apps and desktops your administrator has set up for you.
13. Click Add PC or Server:

w000 AT&T LTE 7PN 88% WD

Cancel

ADD CONNECTION

14. Click on the PC Name.

Cancel Create Connection

PC Name Host name or IP addr...

User Name Prompt for user nam...

Settings

15. Type in the IP address of your workstation that you want to connect to. (Instructions on how to find
your IP Address can be found in Section V)

16. Click save.
Cancel Create Connection
|PC Name 157.145.XxX.yyy |

User Name Prompt for user nam...

Settings

17. Once the configuration is completed the desktop connection will be saved for future use. Click on
the icon to connect to the remote IP once you have connected with the VPN Capsule Client.

32
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v My Desktops

-

157.145.xxx.yyy

18. Enter the domain name\userid and password to connect. These are the same credentials that you
use to login to your workstation or the provided credentials. Select done.

Cancel Credentials |:|

157.145. XXX.YYY

User Name

Password

Store user name and password

19. Accept the certificate.

Reject
157.145 XXX.YYY Not Verified
Client Authentication Expires 05/06/2015 17:52:39

20. You should now be connected to your workstation.
21. When you’re ready to end your RDP session, you can click the start button on your desktop and log

Legal Warnin

33
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Disconnecting from the VPN Client

22. When are ready to disconnect, open the Capsule Client and tap disconnect.
CONNECTED

00:00:12

Time Left: 03:59:28

User

124531

Site

cp.ventura.org

V. Finding Your IP Address

1. Click the start button on the bottom left corner of the screen. Enter cmd in the Search programs and
files bar and hit enter.

Programs (1)
B emd
Files (16)
|%| wchrp-signin
|| wchrp-signin
%] HPDP Run Book
& itsd-manual_main
& mission-critical-process-mainMEW
& ImprocessFlow
& IMprocessFlow
& mission-critical-process-main
EJ—_ MissionCritUpdate
@= MissionCritUpdate
m | MissionCrit
m%‘ MissionCrit
H;E' MissionCrit

4+ 5ee more results

|cmd| X | | Shutdown | » |
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2. Inthe command window type ipconfig and hit enter. The IP Address will be the IPv4 address under

Ethernet adapter Local Area Connection:

T
B Administrator: C\windows\system32\cmd.exe | == 22|

Microsoft Windows [Uersion 6.1.76811
Copyright <c) 2089 Microszoft Corporation. All rights reserved.

m,| »

C=sUserss124531 »ipeconfig

Back to top

* If you are having trouble connecting to the VPN or Remote Desktop, first check to ensure your
applications are up to date. 10S applications can be updated in the Appstore. Android applications
can be updated in the Google Play Store. For Windows and Mac you can check with the IT Service
desk to see if you have the newest versions of the software.

* Double check that your user ID and password are correct.

*  WIFI Access:
o VPN access via NCWiFi and VCWiFi is NOT SUPPORTED with the Checkpoint Client.

o VPN access via SSL (Web version cp.ventura.org) is accessible via the County WiFi networks.
o Itis supported from most Mobile phones.

Back to top

If you have any questions or VPN related issues please contact the IT Service Desk at:

IT.ServiceDesk@ventura.org

805-685-4357 (help)
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